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Legal Corner

Competitive Intelligence—Know Thy Enemy
by Shlomo D. Katz, Counsel, Brown Rudnick LLP

A

s with most other
endeavors in life, there’s
a right way and a wrong
way to gather competitive intelligence.
Indeed, some of the wrong ways can
be career-ending.
Let’s look at some ways of gathering
competitive intelligence that you may
want to avoid.
A government contractor in—let’s say
it was the health care management
field—once called me and asked
me to draft a consulting agreement
between the contractor and someone
who would help it find State contracts
in its field. After a short discussion
with the contractor, I learned that
the would-be consultant was the
incumbent Assistant Secretary of
Health for the State in which this
contractor wanted to get health care
management contracts. I refused
to draft that consulting agreement,
though I’m not sure my potential client understood what was wrong with
what she was contemplating.
The Federal Government and many, if
not all, States have laws that prohibit
past and present officials from taking
certain actions to help contractors. A
government official generally should
not be sharing non-public procurement information with contractors,
whether it is information about
procurement plans, evaluation of
proposals or competitors.[1]
[1] See Federal Acquisition Regulation
(“FAR”) § 3.104.
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Likewise, a person who recently
worked in government may be prohibited from lobbying or marketing
to his former agency for a certain
amount of time.[2] The details of any
prohibitions will vary depending on
the jurisdiction and the specific facts.
In the worst scenario, some of these
prohibitions can land a person in jail.
Not worried about going to jail?
Even the mere appearance of an
impropriety can cost a contractor a
contract.[3] Thus, where a firm may
have gained an unfair competitive advantage through its hiring of a former
government official, the firm can be
disqualified from a competition based
on the appearance of impropriety
which is created by this situation, even
[2] See id.; see also 18 U.S.C. § 207.
[3] See FAR §3.101-1; Guardian Techs. Int'l.,
B-270213 et al., 96–1 CPD ¶104 at 5.
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if no actual impropriety can be shown,
so long as the determination of an
unfair competitive advantage is based
on hard facts and not mere innuendo
or suspicion.[4]
As a general matter, in determining
whether an offeror obtained an unfair
competitive advantage in hiring a former government official based on the
individual's knowledge of non-public
information, the Government Accountability Office (“GAO”), which
decides bid protests, will consider
a variety of factors. These include
whether the individual had access to
non-public information that was not
otherwise available to the protester,
or non-public proprietary information
of the protester, and whether the non[4] See, e.g., Health Net Fed. Servs., LLC,
B-401652.3, 2009 CPD ¶220 at 31.
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public information was competitively
useful.[5]
As the above implies, if it was your
competitor who had improper access
to a government official, or the
appearance of improper access, you
may have the basis for a winning
bid protest.
Another time, a client of ours who
was a federal Government contractor
hired a manager from a competitor to
be a Key Person in a proposal. When
that new manager showed up for her
new position, the trunk of her car was
full of manuals and other documents
from her old employer. How’s that for
competitive intelligence?
If you’ve been thinking of gathering
competitive intelligence that way,
be forewarned that the resulting
lawsuit eventually settled with our
client paying a multi-million dollar
amount to the former employer. The
manager herself was left unemployed.
The greater lesson, however, is this:
Employment agreements frequently
make employees promise not to steal
their employer’s confidential information. But, as this case demonstrates,
it’s also in an employer’s interest to be
sure that its new hires are not bringing conﬁdential information from
their former employers to their new
jobs. Employers can, and do, sue their
competitors when former employees
take conﬁdential information to the
competitors, and damages can easily
be in the millions. The victim of such
theft can even get an injunction to
keep the new employer from partici[5] McKissack–URS Partners, JV, B
406489.7, 2013 CPD ¶ 2.
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pating in a procurement because the
new employer has been tainted by
purloined conﬁdential information.
Whether you win or lose, such
litigation is expensive, and it distracts
contractors from doing what they
want to be doing—winning contracts
and making money.
That doesn’t mean that you can’t
gather any competitive intelligence.
Of course you can. Just be careful
about misusing other people’s confidential information.
What is confidential information?
As I have discussed previously in this
column, the types of information
that are considered conﬁdential will
vary from one company to the next.
However, confidential information
generally is such that would provide
a competitive advantage to a person
or entity outside of the company and
which its owner therefore takes such
steps to protect as are adequate in the
eyes of the law.
In order to qualify as “conﬁdential
information,” the information must
be . . . in a word, conﬁdential. The
holder of a trade secret or other
confidential information can lose its
proprietary rights in protected information if the information is disclosed
without protecting the conﬁdentiality
of the disclosure. In other words,
confidential information is no longer
confidential when it becomes general
or public knowledge. For instance,
when the information has been disclosed in a trade journal or left behind
on a seat in the Metro, it’s not likely
to be treated as conﬁdential. It doesn’t
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the firm can be
disqualified from a
competition based on the
appearance of impropriety
which is created by
this situation, even
if no actual impropriety
can be shown, so long
as the determination of
an unfair competitive
advantage is based on
hard facts and not mere
innuendo or suspicion.
matter whether the disclosure was intentional or not; once the information
is in the public domain, it arguably
has lost its conﬁdential status.[6]
Furthermore, even before the
information has become public, it
may be diﬃcult to argue that it’s
conﬁdential if its owner did not take
commercially reasonable steps to
protect its conﬁdentiality. For starters,
the information should be marked
“conﬁdential.” Information on a server
can be protected by requiring users
who log-on or who call-up certain
information to accept a conﬁdentiality
statement before gaining access. If
every employee in the company can
log-on to the server that houses your
proposal “memory” and can print,
copy and email those materials at will,
[6] See, e.g., Digital Healthcare, Inc.,
B-296489, 2005 CPD ¶ 166 (information available on contractor’s website is not
conﬁdential).
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you may be hard-pressed to argue
that the material was conﬁdential.
Certainly if a guest in your conference
room can get on your network though
your wireless connection, then nothing on your network is confidential.
It’s important, therefore, to control
your employees’ access to information
that is conﬁdential. It goes without
saying that you also should control

the access of your sub-contractors
and teaming partners to confidential
information.[1]
So, by all means, gather competitive
intelligence. Just be sure not to
become your own worst enemy.

Shlomo D. Katz is Counsel in the Washington,
DC office of the international law firm of Brown
Rudnick LLP, a Corporate Sponsor of APMP-NCA.
Shlomo specializes in all aspects of Government
contracting and is a regular presenter at chapter
events. If you have any questions about the topic
of this article or other proposal or contracting issues, please contact Shlomo at 202.536-1753 or
skatz@brownrudnick.com

[1] See, e.g., Accent Service Co., B 299888,
2007 CPD ¶ 169 (information was no longer
conﬁdential after it was disclosed to visitors to
the contractor’s oce).
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At the 2011 APMP International Conference, Lohfeld Consulting Group’s Managing Director Brenda Crist
presented an informative session on mitigating proposal risks. Here are Brenda’s identified Competitive
Analysis Risks and recommended Mitigation Strategies:

10 Ways to mitigate competitive analysis risks

Get more insights from the
Lohfeld Consulting Group
team every month – got
to http://www.lohfeldconsulting.com/blog/
subscribe to our Capture
and Proposal Tips eZine

1.

You do not know the competitors or their relationships with the customer. Talk with your
employees, the customer, stakeholders, users, and vendors to identify potential competitors.
Determine if competitors have self-identified on market research databases.

2.

You have limited knowledge of competitors’ solutions and capabilities. Use open-source
research information, e.g., Internet, news, annual reports, and professional associations, to
identify competitors’ capabilities. Hire subject matter consultants who are knowledgeable about
the market to describe the competitors’ capabilities. Look for job ads on competitors’ career web
pages to determine the type and caliber of personnel they are looking to hire for the job.

3.

You have limited knowledge of competitors’ personnel. Use open-source research products or
social media to identify competitors’ staff and their experience and technical skills.

4.

You have limited knowledge of competitors’ past performance references. Use open-source
market research documents or government documents like GAO reports to assess how well
competitors performed. Look for competitors’ resumes on the Internet.

5.

You have limited knowledge of competitors’ prices. Use open-source documents to determine
competitors’ prices, including contracts and government documents. Use your company’s
technical and pricing experts to build the competitors’ prices from the bottom up and top down.

6.

Are you able to ghost the competition with knowledge of their weaknesses? Collect information
about your competitors’ strengths, weaknesses, opportunities, and threats (SWOT) so you can
effectively analysis your competitive position and ghost competitors’ weaknesses.

7.

Do you maintain a competitive analysis database or file folder system? Start collecting
information about your competitors so teams working on subsequent bids can benefit from your
knowledge.

8.

Are you holding competitive reviews before and after receipt of the solicitation? Start holding
competitive analysis gate reviews or black hat meetings during the Pursuit Phase and after
solicitation receipt.

9.

Have you obtained questionable competitive information? Use more than one source to verify
the accuracy of the information.

10. Have you obtained unethical competitive data? Contact your legal department to determine how
to remedy the situation.
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